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Executive Overview

The @hand Mobile Application Environment provides an enterprise-class platform to enable businesses to envision, develop, and successfully complete mobile and wireless projects on time, within budget, and without sacrificing core functionality and features.  Given the rapid adoption of mobile and wireless devices, enterprises need a platform that quickly and easily allows them to approach this next wave of corporate computing in a systematic way.

To understand the challenges associated with the natural progression to mobile computing, one need only to review the lessons learned from the mainframe, client-server and Internet computing eras that preceded mobile computing.  In the past, mobile and wireless projects consumed large teams of IT developers and administrators, involving long project life cycles and large budgets measuring in the tens of millions of dollars.  All of this effort resulted in the delivery of a hard-wired, custom-crafted proprietary systems based on non-reusable components.  

In an attempt to curb the expense of proprietary systems development and mitigate the risk associated with long project durations, businesses explored the utilization of tool technology.  Ultimately, tool technology proved to be yet another exercise of continually building and maintaining infrastructure to support mobile applications.  Instead of spending time and money to develop custom technologies, organizations attempted to cobble together tools that never were intended to work together; in fact, the disparate tool vendors did not support common interfaces.  An inimical side-effect of using multiple point technologies is an issue with product versioning.  When one tool releases new versions of their products into the marketplace, the infrastructure based on that tool, as well as its integration to the other tools in the system, is immediately vulnerable again.  As before, IT resources are required to shore up the breach in the system.

Clearly, custom development and/or point-technologies—as demonstrated before with mainframe, client-server, and web-based computing models—are not the answer for future growth in mobile computing.  Instead, the answer lies in a complete platform to power the applications that will drive the mobile enterprise; that platform is the @hand Mobile Application Environment.  

With the @hand platform-based software offering, businesses of all sizes can now build robust mobile applications that extend their enterprise systems in days or weeks, versus months or years.  Additionally, the strain on development and administrative resources is greatly reduced because companies can enlist fewer technical resources during the mobile application development and data integration process.  By using @hand, the end result is the seamless integration of mobile into existing business processes and IT systems, a rich developer experience, and most importantly, a low-risk, high-ROI payback on investments made in corporate computing systems during the past decade.

In this white paper, we will explore in detail the follow areas:

 The fundamentals of a mobile and wireless platform designed to support the enterprise.

 A glance at alternative approaches with assessments of their strengths and weaknesses.

 The challenges and demands that mobile exerts on business managers, developers and administrators.

 The basic building blocks of a mobile application environment.

 The benefits derived from an integrated platform approach to mobile.

Mobile and Wireless Platform Fundamentals

Today, competitive pressures, changing market conditions, and the availability of mobile and wireless services for the first time are forcing businesses to shift automated business processes into the mobile workforce.  Managing the complexities of the mobile workforce and their need for mobile applications requires a platform specifically designed for the task.

Building an integrated platform to manage these complexities demands a scalable, robust environment providing the following fundamental services: data management, connection management, integration management, system administration, mobile application development, and production-quality mobile services.

Data Management

Today’s mobile applications require more than simple data synchronization.  They require a complete set of data management services, including strong data modeling, mobile and server-side support for schema deployment and versioning, rules-based data distribution, bi-directional data transfers that are fast and secure, mobile device-based database services, and tight transaction-level integration with multiple enterprise information sources.

Connection Management

Today, mobile connection management is technically complex and esoteric, and it varies widely as you travel across the globe.  Newcomers to mobile computing must wrestle with the plethora of emerging communication protocols, standards, and low-level operational aspects of wireless connectivity.  However, a mobile platform should provide the ability to seamlessly service multiple connection methods, wireless connectivity service options, and handheld device types at the same time.  Load balancing and scalability options should be provided to handle volume and frequency spikes as they occur, and connections between mobile devices and the enterprise should be secure, efficient and extremely reliable.

Integration Management

In a mobile platform approach, integration management services provide flexible and robust methods for tying into multiple back-end information sources.  The requirement for data transformation and business data processing before entry into the back-end source is a key issue.  Perhaps the most important aspect of integration management from the mobile platform perspective is the ability to extend the investment made in large corporate information systems (ERP, CRM, SFA) to the mobile workforce in an efficient, transparent and meaningful way.  To the mobile worker, their mobile interface into the corporate computing world is simply an automation of previously revered pencil and paper-based procedures.

System Administration

As mobile devices and business applications are deployed into production use, centralized administration and control of users, devices, applications and corporate data becomes a critical requirement.  Ramping up to hundreds and thousands of mobile users applies pressure on the distributed server configurations, device management, and communications methods used to support them.  Unlike the high-bandwidth, connection-dependent desktop world, mobile system administrators must take into account a variety of uncomfortable factors: slow communication links, unpredictable user connection rates, near real-time information requests, mobile application version control, and 24/7 mobile application uptime.  

Mobile Application Development

If done properly, a mobile application platform should provide developers with an abstraction layer, shielding them from the intricacies imposed by the wireless and mobile computing phenomena.  Mobile application development should leverage existing developer training and software source code libraries.  Furthermore, mobile interfaces and integration into industry standard development environments (Microsoft Visual Studio, Metrowerks CodeWarrior, Satellite Forms) enables developers to quickly and easily craft rich mobile applications worthy of production use.

Production Mobile Services

Finally, the bonding element of the entire system is production mobile services specifically tailored for mobile computing.  Production mobile services involve more than simply providing data and connection management on the mobile device.  In reality, key features include production mobile services to address both mobile clients and application servers at the same time, enabling fully autonomous operation during tethered and untethered situations.  A list of services included in a mobile platform are the following: support for production mobile application development, deployment and versioning; client- and server-side data management services; mobile application and data security including device user authentication; device and application connection services; middle n-tier distributed architecture tuned for mobile computing; optimized performance of mobile client connectivity; data compression, storage and transaction auditing; and distributed high availability services for scalability and reliable fault tolerance.

Alternative Mobile Applications Approaches

Similar to mainframe, client-server and web-based computing models, enterprise mobile and wireless computing is following a predictable architectural trend.  Typically, the progression of application technologies originates with completely in-house, custom built systems, then migrates to tools-based technologies, and finally arrives at platform-based solutions.  The final platform-based approach offers simplicity, completeness, superior adaptability and the ultimate in customizable options.  The @hand Mobile Application Environment is a platform-based product offering.

In the following paragraphs, we will review the natural progression of tools and technologies leading towards the platform-based approach.

In-house, Custom-Built

The most highly publicized examples of large-scale enterprise mobile and wireless handheld applications are the package delivery companies.  These organizations constructed systems out of massive amounts of in-house, custom-built software, proprietary hardware, and company-tailored communication services to tie the system together.  In addition, all of the package couriers’ projects consumed enormous budgets, development time frames, teams of implementers, and most importantly, schedules which extended ten years or more.  For their efforts, the package delivery companies constructed a proprietary system, specifically built to fend off competitive pressures and improve on the couriers’ core competency for efficiently shipping and tracking packages.  

Today, these systems are still extraordinarily impressive by any standard.  Yet, due to rapidly changing market dynamics in the mobile and wireless space, these systems are also increasingly becoming antiquated at the same time.  Currently, the package delivery companies are actively looking to release next-generation mobile systems, based on best-of-breed technologies.  The goal is to refresh their internal processes and procedures with commercially available products.  The couriers’ basic premise is to capitalize on readily-available (versus custom-built) commercial software and hardware, when and where available, and move towards phasing out the proprietary systems that are currently a support burden. 

Point Products and Tools Approach

Intuitively, a tools-based approach offers much in the way towards commercially available products.  However, as we will discuss, truly production mobile services involve more than simply providing data synchronization, conduits to back-end servers, database services on the handheld, or wireless web services on smart phones or wireless-enabled personal digital assistants.  

Data Synchronization

Synchronization first emerged as a personal productivity tool.  The intent of data synchronization was to keep personal digital assistants (PDAs) up-to-date with information stored in a desktop or laptop personal computer system.  This information included email, contacts, to-dos, and lightweight files and documents.  In essence, synchronization involves the process of shuttling data, files and information back and forth between the storage media on a mobile device and the storage media on a personal computer system.

In the past year, a flood of synchronization vendors have brought tools to market that provide a server-based synchronization model.  Now, server-based synchronization involves shuttling files and information between multiple handheld computers on the front-end that target a database-oriented corporate information source on the back-end through hard-wired pipes that are sometimes called data conduits, adaptors, or plug-ins.  

Data conduits are inherently difficult to create and manage because they have to manage two completely different worlds or environments at the same time.  The first involves the mobile device — a particular form factor (palm, handheld, or pro), device operating system, memory footprint, and file system architecture.  The second involves the back-end data source — type of database, the availability of the database at the time of connectivity, database access methods and interfaces, and the integration code necessary to do the data swap.  Another, and perhaps most fatal issue involves the issue of connectivity itself — the speed of connection, the “noise” factor, and the type of connectivity available.  The data conduit must have dealt with all of these issues perfectly for synchronization to operate accordingly.  As you might guess, however, conduits are inherently fragile in the face of ever changing back-end data sources, connectivity methods, and wireless technologies.   

One final note on synchronization solutions is that they offer little in the way of true application management capability.  Some industry experts and analysts have described synchronization tools as the mobile equivalent of screen scraping, popularized as a stop-gap measure in migrating from mainframe to new client-server systems in corporate computing in the past.

Database

Database vendors have awakened to the reality of mobile computing and the automation the mobile workforce.  Many database companies have responded with mobilized or lite versions of their databases available for handheld devices.  To address the mobile space, database vendors are attempting to use database replication schemes between a mobile device and a corporate data source.

Similar in some regards to synchronization, database replication completely disregards the notion on an application front-end to drive the data.  Furthermore, database replication is a constant struggle of keeping ever-changing data in back-end sources in sync with constantly changing data on front-end devices.  Scaling a database replication scheme across multiple front-end device types, hundreds of users, and multiple back-end sources presents considerable technical challenges to IT staffs. 

Wireless Web

Due to the immaturity of mobile products and services, combined with multiplicity of handheld devices, operating systems, form factors, connectivity options, and input methodologies, the web-centric notion of write-once, run anywhere is an alluring concept to explore.  Unfortunately, it is simply a fallacy in the mobile world.  At its core, web computing implies thin-client, browser-based interfaces operating in highly connection-dependent scenarios.  Although the Internet and wireless web access philosophically represents the ultimate destination in client/server computing, mobile computing forces developers, administrators, and users to reach a compromise to support operational characteristics such as untethered device usage, job-specific information and data access, and fully autonomous, application-driven automation.

Unfortunately, the end result of using a tools-based approach still implies building, maintaining, and supporting infrastructure.  The technologies mentioned above have no common interfaces among them.  This translates into a constant building/re-building exercise that is expensive for IT organizations and has no measurable return on investment.

Platform Approach

The most striking difference between custom-built and tools-based approaches versus a platform-based approach is the focus.  Whereas custom-built and tools approaches focus on the infrastructure, a platform-based solution removes infrastructure building from the equation.  The platform approach instead focuses on high business value—the allocation of only the resources necessary to rapidly build and deploy mobile applications, automate existing procedures for field workers, and provide access to corporate information and data specifically for the job role and responsibility.

To appreciate the advantages of a platform-based approach to mobile, it is useful to explore the challenges and demands that mobile places on organizations attempting to move in that direction.

Mobile Challenges and Demands

Computing in a mobile environment poses significant challenges in four distinct areas: Devices, Users, Applications, and Infrastructure.

Mobile Devices

Mobile devices vary dramatically from desktop and laptop computers.  Handhelds and mobile devices appear in a variety of form factors and processor types.  Screen sizes are quite different, input methods range from stylus and touch screen to barcode.  The limitations in disk space, resident memory, and battery capacity exert considerable restrictions on the mobile applications development process.  Yet, perhaps the most significant factor that differentiates handhelds from desktops is the intermittent connectivity to back-end business systems and the maze of connectivity options—wireless, LAN, dial-up, docking, and Internet.  When moving to mobile, all of these factors make the mobile and handheld platform a considerable challenge.

Mobile Users

The mobile workforce represents an entirely new class of enterprise users.  The mobile user is accustomed to rugged or isolated environments where weather conditions or connectivity coverage vary greatly.  Furthermore, mobile workers are often technologically-challenged and unwilling or unable to perform local systems administration.  Features such as instant-on and highly-tuned, task-specific applications are critical business requirements when deploying to mobile users.

Mobile Applications

Compared to commercially available applications, mobile applications are unique in a number of ways.  Developers designing and building mobile applications cannot make any assumptions about connection types or how often users will connect.  In addition, individual job roles and responsibilities, along with the appropriate mobile computing platform to perform the job, dictate how application software is designed and built.  Finally, mobile applications must process only the essential subsets of mission-critical information and date from multiple back-end sources.  The blending of data, device and application functionality presents considerable challenges for the developer of mobile applications.

Mobile Infrastructure

The challenge of building an infrastructure to manage mobile devices, users, and applications is more multi-layered than the desktop.  Dealing with operational issues such as device connectivity, connection optimization, data and application versioning, tight security profiles, data modeling and management, and applications development in today’s environments requires highly specialized personnel with expensive skill sets.  Centralized administration and control of the mobile infrastructure is essential in this heterogeneous environment.

The promise of wireless and mobile computing presents a compelling opportunity to reap significant productivity gains.  When attempting to exploit such an opportunity, organizations currently are forced to either custom-build infrastructure from scratch or cobble together disparate point products from multiple vendors.  @hand now offers an alternative: the first end-to-end environment that provides the enterprise-class infrastructure specifically designed for mobile and wireless computing.

Basics of the @hand Mobile Application Environment

The basics of the @hand Mobile Application Environment include the following fundamental management services: data, application, connectivity, and change.  In this section we will discuss what each of these imply and highlight the necessity of providing a complete mobile platform solution that addresses each of these key areas.

Data Management

@hand data management involves the process of intelligently handling information to and from mobile devices and back-end business systems.  Developers begin the process of creating mobile applications by first building mobile data models.  With @hand mobile data models, programmers create an object-oriented view of data objects for data access, management, and manipulation.  Each data model represents a logical view of only the essential subsets of mobile-specific data and information that originate from multiple back-end business systems.  

Once data modeling is complete, developers are free to rapidly build mobile applications and mobile integration components in parallel.  @hand data models abstract away the need for writing granular, complex SQL and system-level code.  With @hand, developers simply reference data objects through @hand programming interfaces in their code.

Application Management

@hand application management covers all aspects of the mobile application development and support life cycle.  The @hand platform enables developers to build application components using industry standard development tools such as Microsoft Visual Studio, Metrowerks CodeWarrior, and Puma Satellite Forms.  These components are then managed within the mobile environment, and packaged for deployment to mobile users across a wide range of device types.  The @hand platform provides repository services to allow developers to check-in and manage each component of the mobile application to allow for incremental updates and revisions to functionality over the entire life-cycle of the mobile application.

Connectivity Management

@hand connectivity management in the mobile and wireless environment provides an optimized method to connect mobile devices to the corporate network.  @hand simply rides on top of the TCP/IP communication protocol and leverages existing connection methods: docked or dialed, wired or wireless.  @hand’s optimized connectivity management performs several key functions.  During the connectivity process, @hand compresses all information passed back and forth between the mobile device and the @hand platform.  Additionally, @hand encrypts the information and checkpoints transactions to ensure proper delivery of the entire package of information.

Change Management

If the management of data, applications, and connectivity forms the fabric of the @hand platform, then change management is its pattern.   @hand’s distributed server architecture, in combination with @hand’s open programming interfaces translates into an extremely adaptable system in the face of constant change in the wireless industry.  @hand allows developers, administrators and end users to dynamically and quickly adjust to field feedback, business requirements, and emerging mobile technologies when they become available, robust, and reliable.

The Benefits of the @hand Solution

This white paper clearly outlines the challenges of extending enterprise information and application functionality to the mobile workforce, and the daunting list of tasks left to IT groups facing a mobile deployment.  By using @hand’s products, the key advantage for enterprises is the removal of infrastructure building from that list.  Businesses can now focus on high-return areas within the applications themselves for accessing information from multiple business systems in an occasionally connected mobile and wireless usage scenario.

Transparent and Robust: Mobile Worker Experience

@hand enables the mobile worker to benefit in the following key areas:

 Optimized connection to the enterprise regardless of connectivity method

 Quick access to the appropriate subset of data and information from back-end business systems

 Point-of-transaction information collection and validation

 User-transparent application and data changes and updates

 Zero administration client that eliminates the need for device and application management by the mobile worker

 Applications easily tailored to the specific job role and responsibility

Fast Development and Deployment: The IT Manager Advantage

With @hand, the IT manager benefits in the following key areas:

 Reduced complexity of managing mobile applications

 Cost and risk reductions by acquiring the mobile application infrastructure

 Ability to scale and configure applications as needed to accommodate growth and change

Flexibility and Ease: The Developer Environment

@hand allows mobile application developers to benefit in the following key areas:

 Ability to quickly create subsets of the existing corporate information system

 Can focus on creating more robust applications rather than building custom mobile infrastructure

 Ease of developing without a need for complex database access coding

 Flexibility to use industry standard integrated development environments such as Microsoft Visual Studio, Metrowerks CodeWarrior, and Satellite Forms

 Easily accommodates changes in device types, back-end systems, and connection methods and communication protocols

Marketplace Responsiveness: Business Manager Perspective

Business managers benefit with @hand in the following key areas:

 Improves mobile worker productivity and transaction accuracy

 Increases business velocity through reductions in time to market

 Easily and cost effectively deploy application improvements during production uptime

Summary

Despite the consummate challenges and demands that mobile and wireless computing places on organizations, enterprises are quickly developing strategies for their mobile workforces.  Established in this white paper, the progression towards a platform-based approach, such as that offered by the @hand Mobile Application Environment, is both predictable and natural.  Furthermore, enterprises seeking to successfully engage in mobile initiatives deserve to explore the many advantages that a platform-based solution offers.  Organizations seeking to develop first generation and next generation systems can use the @hand platform to develop, deploy and evolve mobile applications in a rapid timeframe with minimal impact on technical and support resources.
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